] UBND TINH NGHE AN CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc 1ap - Tu do - Hanh phuc

S4: 704 /STTTT-CDS

V/v tang cudng béo dam an toan thong tin mang Nghé An, ngay 19 thang 4 nam 2024
d6i nguoi dung dau cubi

Kinh gtri:
- Cac S0, ban, nganh cép tinh;
- UBND céc huyén, thanh pho, thi xa;
- UBND cac x&, phuong, thi tran;
- Mt trén t6 qudc va céac to chic doan thé CTXH;
- Vién thong Nghé An.

Hién nay, tinh trang mat an toan thong tin (ATTT) ddi v6i nguoi dung dau
cuoi (end-user) van la mot van dé nghiém trong. Dudi day 1a mdt sO tinh trang
chinh thuong xuyén xay ra:

1. Rui ro tr ma doc va phﬁn mém doc hai: Ngudi dung dau cudi dbi mat
v6i1 sy xam nhap cia ma doc, phﬁn mém doc hai nhu virus, ransomware, spyware,
va cac tng dung doc hai khac. Nhitng phan mém nay co6 thé 1y nhiém va gay
thiét hai dén hé théng va dit li¢u ca nhan cia nguoi dung.

2. TAn cong mang va lira dao: Cac cudc tan cong mang nhu phishing hodc
tan cong gitra nguoi dung (Man-in-the-Middle), cé thé dugc str dung dé danh cap
thong tin ¢4 nhan quan trong, tai khoan dang nhap.

3. Mét thong tin ¢4 nhan: Viéc méat mat hodc ro ri thong tin ¢4 nhan 1a mot
van dé 16n ddi v6i ngudi ding dau cudi. Diéu nay co thé xay ra théng qua viée sir
dung cac dich vu truc tuyén khong an toan, viéc chia sé thong tin cad nhan vdi bén
thir ba khong tin cdy hodc thong qua cac cudc tan cong vao hé thong luu triv dir
liu.

4. Thiéu nhén thirc an ninh thong tin: Mot sd ngudi dung dau cudi van
thiéu nhan thic va hiéu biét vé& an ninh thong tin. Ho co thé st dung mat khéu
yéu, khong cap nhat phén mém bao mat, hodc khong biét cach nhan dién cac mbi
de doa an ninh.

Qua ra soat mirc 40 ATTT nguoi ding céc hé thong phan mém dung chung
(nhu IOffice, Igate, ...) tai cac co quan nha nudc trén dia ban tinh, nhiéu tai khoan
con dé mat khau yéu, khong thay ddi mat khau dinh ky. Bén canh dé, nhan thuec,
trach nhiém cua ngudi st dung vé ATTT khi str dung cac hé thong hé théng phan
mém dung chung, dac biét vé viéc bao mét thong tin tai khoan cia ca nhan chua
day du, dan t6i nguy co 16 lot thong tin cao.

Trudc tinh hinh an toan théng tin mang ¢ Viét Nam ngay cang dién bién
phuc tap, ting manh vé€ quy mé so lugng va mac d¢ tinh vi, nham nang cao an
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toan bao mat thong tin cho nguoi stir dung theo cac quy dinh hién hanh, S& Thong
tin va Truyén thong kinh d€ nghi cac don vi

1. Giam déc cac S6, thi trwéng cac ban, nganh cip tinh; Cha tich
UBND cac huyén, thanh pho, thi xa; Chu tich UBND cac xa, phwong, thi
tran quan tri€t can b sir dung cac hé thong thuc hién mot so ndi dung sau:

- Yéu cau can bo, cong chirc, vién chuc tai cac don vi nang cao hon nira
nhan thuce, trach nhiém vé ATTT khi str dung hé thong, dac bi¢t vé viéc bao mat
thong tin tai khoan ctia ¢4 nhan.

- Moi ca nhan c¢6 trach nhi¢ém gilr bi mat cac tai khoan, mat khau dugc cap
va chiu trach nhi¢m khi dé 10 Iot thong tin tai khoan, méat khau.

- Thay doi mat khau ca nhén theo dinh ky (khuyén nghi 90 ngay/lan); dat
mat khau theo quy tac kho doan:

+ Mat khau phai c6 it nhat 8 ky tu.

+ Mat khau phai c6 it nhat 1 ky tu thuong (VD: a,b,c.d,...).

+ Mat khau phai c6 it nhat 1 ky ty hoa (VD: A,B,C.D,...).

+ Mat khau phai c6 it nhat 1 ky tu dic biét (VD: @.%3....).

+ Mat khau phai c6 it nhat 1 ky tu sd (VD: 0,1,2,3...).

+ Mat khau khong nén st dung 3 ky tur lién nhau trong tir dién

+ Khong chura cac tir khoa dé doan lién quan t6i thong tin ¢ nhan nhu ho
tén, ngay sinh,...

- Han ché sir dung tinh ndng luu mat khau trén trinh duyét dé giam thiéu rai
ro bi 19 lot thong tin.

- Khong thuc hién luu giit, chia sé, giri thong tin tai khoan mat khau qua
cac hé thong email mién phi, zalo, mang xa hoi,. ..

- Khéng ghi mat khiu ra gidy, thiét bi luu trit ding chung trir khi gidy to va
thiét bi nay duoc luu trir tai vi tri luu trir riéng tu vi du ti dugce khoa, chi duge mo
b1 nguoi co trach nhiém.

- Truong hop nghi ngo tai khoan ctia ca nhan bi 16 lot thong tin, can thuc
hién thay d6i mat khau va thong bao cho can bo chuyén trach/phu trach CNTT
cua don vi minh dé€ kip thoi ¢é bién phap xir ly.

2. Pé nghi Cong Théng tin dién tir Nghé An

a) Tham muu, xdy dung ké hoach tng pho cac su ¢ an toan thong tin d6i
v61 he¢ thong thong tin do don vi minh dugc giao quan ly.

¢) To chirc kiém tra, ra soat, kip thoi co6 phuong an xtr Iy dbi voi cac hé
thong hi¢n dang chu tri quan tri k¥ thuat.

¢) B6 tri can bo k¥ thuét thudng xuyén theo ddi hé thong, hd tro ngudi sir



dung khi c6 nhu cau.
3. Giao Trung tam CNTT&TT Nghé An

a) T chirc kiém tra, ra soat, kip thoi co6 phuong an xtr Iy dbi voi cac hé
thong hién dang chu tri quan tri k¥ thuat, dac biét hé thong mang may tinh cta
S¢ Thong tin va Truyén thong.

b) Tham muu, xay dung ké hoach tng pho cac sy ¢ an toan thong tin, su
cO do1 voi h¢ thong thong tin cua tinh trinh Poi1 truong do1 g curu sy ¢d tinh
Nghé An va UBND tinh phé duy¢t theo tham quyén.

¢) BO tri du can bd thudc bo phan tng clru sy c6 san sang thuc hién nhiém
vu khi c6 diéu dong.

d) Nghién ctru giai phap hd tro cac don vi khic phuc sy ¢b khi ¢6 yéu cau.

e) Thuong xuyén, lién tuc st dung cac Nén tang vé an toan thoéng tin do
Cuc An toan thong tin (B Thong tin va Truyén thong) phat trién, cung cip dé
hd trg cac co quan, t6 chirc, doanh nghiép: Str dung Nén tang Diéu phdi xir 1y su
c¢d an toan thong tin mang quéc gia (IRLab) dé dugc hudng din, nhan cic canh
bao sdm va hd tro xur 1y sém nguy co, su c¢d; Str dung Nén tang Hb tro diéu tra
s6 (DFLab) trong truong hop pht hop dé t6 chirc ing ctru sy ¢b va duge sy hd
tro tir co quan nha nude, cic chuyén gia dau nganh vé an toan théng tin.

4. Vién thong Nghé An

- Tuan thil cac quy dinh phap 1y hién hanh va cac diéu khoan thudc hop
ddng thué dich vu c6 lién quan dén cong tic an toan thong tin dé dam bao hoat
dong on dinh, an toan cac hé thong thong tin hién dang cung cép dich vu cho
tinh Nghé An.

- Cai dat mac dinh cac hé théng do don vi minh cung cép tai khoan trén
dia ban tinh Nghé An thay d61 mat khau ca nhan theo dinh ky (khuyén nghi 90
ngay/lan); dat mat khau theo quy tdc kho doan. Thuc hién khoa céc tai khoan
dang dat mat khau mdc dinh ciac hé thong va y€u cau doi mat khau doi vai cac
tai khoan nay.

- Khai thac cac chic ndng ctia Trung tdim Giam sat an ninh mang SOC
tinh Nghé An dé kip thdi canh bdo, ngin chin, hd trg xtr 1y cac su cb mang
trong cac co quan nha nudc cua tinh.

Trong qua trinh thyc hién, néu c6 khé khin vuéng méc hodc truong hop
can hd tro giam sat, xtr 1y, ung ctru sy ¢6 dé nghi lién hé thong qua cac dau moi:

- Trung tim Ung ctu khan cip khong gian mang Viét Nam
(VNCERT/CC), dién thoai 024.3640.4421 hoac s dién thoai truc duong day
nong ung ctiru su c6 086.9100.317, thu di¢n tu: ir@vncert.vn;

- Trung tdm Gidm sat an toan khong gian mang qudc gia (NCSC), dién
thoai: 024.32091.616 hodc s6 dién thoai truc duong day ndng hd trg giam sat,
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canh bao sém 038.9942.878, thu dién tu: ais@mic.gov.vn.

- Phong An toan hé thong thong tin, Cuc An toan thong tin (huéng dan
cong tdc bao dam an toan h¢ thong thong tin theo cép do), dién thoai:
0369596886, thu dién tu: athttt@mic.gov.vn.

- Boi Ung clru sy ¢ an toan thong tin mang tinh Nghé An, dién thoai:
02383.500027.

Tran trong!./.

Noi nhan:

- Nhu trén;

- Cuc ATTT, Bo TT&TT (b/c);
- UBND tinh Nghé An (b/c);

- Ban Giam déc So;

- Cong TTDT Nghé An;

- TrT. CNTT&TT Nghé An;

- Luu: VT, CBS (d/c Hoi).

S ENGIAM DOC
PHGECNAM POC

Vo Trong Phu
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